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Abstract

Background: The next generation of learning called mobile learning (m-learning) provides education to people through mobile
devices. The security of mobile systems is an important issue due to users’ mobility and use of various devices and different ways of
connecting to the network. Therefore, the current study aimed at providing a secure architecture as the basis for use in m-learning
software to improve the security of such systems and investigate professors’ satisfaction with this architecture.

Methods: The current applied study was conducted in 2014. Statistical population included all professors using m-learning in Tabas,
Firdaus, and Birjand cities, Southern Khorasan, Iran (26 participants). The purposive sampling method was used. The reliability of
the questionnaire was measured using Cronbach’s alpha (94%) and the validity based on factor validity (explained percentage of
variance) was 63%. According to the use of the web-based e-learning service in Southern Khorasan Payam-e-Noor University (PNU),
it was attempted to write a mobile application to provide the use of this service on mobile devices. The difference between the
current study provided app and other mobile apps is based on using the proposed secure architecture. To measure the satisfaction
of users with the study app, a researcher-made questionnaire was distributed among the professors using the app. Data analysis
was performed with SPSS 16 by t test and the one-way analysis of variance (ANOVA).

Results: Findings showed that the professors using m-learning application of Southern Khorasan PNU had a positive attitude to-
wards it with the average satisfaction of 80%. The most important factor for this satisfaction was the safety of the presented archi-
tecture, while avoiding complex and time-consuming control mechanisms.

Conclusions: In the current study a secure architecture was provided for mobile system that was simple, fast, and applicable on
all mobile network operators. Given the positive perspectives of professors, this architecture can be a good solution to secure m-

learning environments.
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1. Background

By the increasing use of the internet and modern com-
munication technologies, electronic learning (e-learning)
and mobile learning (m-learning) are the highlighted
words. E-learning uses information and communication
technologies such as internet, multimedia, and hyperme-
dia systems to improve the quality of learning by facilitat-
ing the access to resources and educational services, and
provides tools such as distance interaction and participa-
tion (1). The ability to learn at any time and place that has
the characteristics of e-learning is up-to-date with the ad-
vancement of wireless technology and m-learning. In fact,
m-learning is a model of e-learning carried out through
mobile technologies such as mobile phones, personal dig-
ital assistant (PDA), audio players, electronic books, etc.

M-learning provides people with learning through mobile
devices. And as observed in Figure 1, m-learning can be
considered a combination of distance education and e-
learning (1).

Similar to distance learning, there is a separation be-
tween the faculty and the learner, and similar to e-learning;
m-learning provides learning through electronic devices
with more advanced technologies (1). Ina more precise def-
inition, Brown suggests m-learning position in the field of
distance learning and e-learning, as shown in Figure 2 (2).

M-learning, as noted above, eliminates the location re-
striction and enables the person to benefit from this kind
of learning at any place, during travel, or even trapped by
the traffic gam. Table 1 presents some of the m-learning
goals (3).
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1.1. Security: The Main Challenge in m-Learning

Devices used in m-learning such as mobile phones,
tablets, and other similar devices benefit from a high de-
gree of security, which allows data interception, copying,
and sharing (4). The increasing threats to data and pri-
vacy in mobile communication raised concern for teach-
ers, learners, and educational institutions as most stu-
dents are often allowed to use their own mobile devices to
access m-learning services and resources (5). So far, most
advancements in m-learning focus on the development,
deployment, and delivery of training courses, and little at-

Table 1. M-Learning Goals (3)

Goals of M-Learning Description

To learn from worldwide In m-learning, students can learn
from diverse sources around the

world.

To maintain physical and mental
health

M-learning can reduce the physical
pressures caused by carrying heavy
school bags; in addition, educators
can change the environment and
view the educational environment
and benefit from various
educational experiences.

M-learners can set their own time
and place of learning. M-learning has
benefits for students and they can
chose the time and place of learning.

To learn at any time and place, in
order to optimize the
management of time

To diminish infrastructure costs Unlike traditional learning,
m-learning does not require physical

classroom facilities.

To prepare people for the future
communication and computer
technologies

The high availability of m-learning
can provide users updated
information about communication
technologies in order to make them
ready for change.

tention is also paid to security and privacy.

For example, the authors (6) reviewed the latest frame-
works and middleware developed to facilitate m-learning
and U-learning, and concluded that further development
of privacy and security is needed to enable m-learning sys-
tems guarantee the users’ rights. It is not correct to use
e-learning security mechanisms in m-learning, since m-
learning is directly affected by mobile technologies and is
more about interacting with information at the moment
they are needed and/or in a specific use context. There-
fore, it is expected that issues in the field of security and
privacy in m-learning are investigated in a completely dif-
ferent way from those of the e-learning systems (7). For ex-
ample, when the privacy issue is highlighted, individuals,
groups, and organizations that are somehow engaged in
may be particularly concerned about indirect access (e g,
without user consent) to personal information such as mo-
bile phone numbers, IP (internet protocol) addresses, user
locations, the international mobile equipment identities
(IMEIs), mobile hardware codes, etc. (8).

There are similar concerns for securityin typical e-
learning activities such as participating in the electronic
tests; it is likely that under such conditions m-learning set-
tings are completely uncontrollable. In response to the
aforementioned needs, so far, several researchers identi-
fied security and privacy issues especially for m-learning
ecosystem (8). Figure 3 provides a schematic overview of
the challenges for clarification and easy referencing (8).

In the field of m-learning, 3 of its constituent parts:
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Figure 3. Security and Privacy Challenges in m-Learning and Beyond (8)

learner, educator, and online educator organization
should have resources and software to ensure that they
can verify the accuracy of the communication with the
expected party (9). The main purpose of the architecture
presented in the current study is security issues, along
with a lightweight solution dealt with in fewer articles.

In recent years problems related to service authentica-
tion in mobile environments are studied and some meth-
ods are proposed to improve them. In all of them, the pro-
posed 2-way authentication protocols normally require
heavy operating charges, especially on the mobile side (10-
13).

In general, the main purpose of current paper is to pro-
vide a secure mobile system that uses a lightweight en-
cryption system instead of commonly used cryptographic
methods in authentication protocols requiring heavy cal-
culations.

The proposed architecture has simplicity and speed
and boosts the process of double-sided security and secu-
rity of the system and provides all the services of an m-
learning system.

2. Methods

The current applied study aimed at developing the ap-
plied knowledge in a specific context to provide a secure ar-
chitecture for m-learning environments and assess the sat-
isfaction of instructors with this architecture. As Payame
Noor University (PNU) of Southern Khorasan province,
Iran, employed the web-based e-learning service, it began
to program a mobile application to provide using this ser-
vice on mobile devices.

The main difference between this app and other m-
learning apps is using a secure architecture to create a
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sense of trust and satisfaction with users while using the
m-learning services on their mobile phones.

2.1. The Main Steps in Designing the Proposed Strategy

-Selection of an appropriate basis

Various applications are used by software develop-
ers to deliver m-learning both in commercial and free
licenses (14). Since the e-learning services are avail-
able to all students of PNU of Southern Khorasan on
www.Ims.skpnu.ac.ir, it was necessary to program an app
that allow the students to communicate with e-learning
web services of the university, pick up the courses, and use
teachers’ information service database.

Programming and developing of this app were based
on the Semertzidis successful experience presented in his
Master’s thesis (15). To better understand the entire project
of architecture, Figure 4 shows the component view of the
system.

- Choosing the right encryption method

In an application, an innovative and successful encryp-
tion algorithm was used to secure data (16).

Choosing an appropriate encryption method:

To secure data, an innovative and successful encryp-
tion algorithm used in electronic payment applications
was employed (16). In this model, a hybrid application of
elliptical bending algorithms and a message summary of
the BLAKE 2.0 was used.

Its features are fast and responsive and require little
memory usage, and its implementation was easy with An-
droid APIs programming.

2.2. Review of the Proposed Scheme
Data confidentiality prevents unauthorized access. In
otherwords, onlyauthorized personnel can access the data
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and unlicensed personnel cannot access the data (17).

The factors that influence the success of data confiden-
tiality in the proposed architecture were: user authenti-
cation, identity verification, double-checking authenticity,
and non-denial service. Therefore, by analyzing these fac-
tors, it was demonstrated that it covered all the security
needs:

-Given that the advanced encryption standard (AES) al-
gorithm and a 128-byte key as well as RSA algorithm and a
1024-byte key were used for coding of user and organiza-
tion information and these algorithms had acceptable se-
curity, the information confidentiality was obtained.

- Given that each user had a unique PIN and this PIN
was placed inside organization database, after receiving
the demand, the organization could decode therelated PIN
sent with information package including the demand, and
match it with PIN existed in the organization, and confirm
user identity if they were similar.

- By the PIN, the user could be quite sure about com-
munication with the desired organization. PIN was regis-
tered at the time of user’s registration and only the user
and organization knew it. It could be in any forms (such as
favorite movie star) and ensured the user on communica-
tion with the desired organization and the organization’s
identity was confirmed this way.

- For the confirmation of mutual identity, SHA-1 hash
function was used. Service receiver program prepares a
summary of the sent information using this function and
then, encoded it using organization’s public key and sent
along with other information. At the organization, after
receiving the information package, the encoded summary
was decoded using organization’s private key. Then infor-
mation summary was recalculated using the function, af-
ter being matched and if similar, mutual identity confir-
mation was ensured.

- Given that information packages sent to the organiza-
tion by service receiver contained user PIN, if the PIN was
confirmed, the carrier of PIN was accounted for the related
transactions and the user could not deny sending the de-
mand, because he/she had sent the demand or the PIN was
used by another person. Therefore, undoubtedly the cus-
tomer cannot deny sending the demand received by the or-
ganization and this showed non-repudiation feature in the
proposed design.

To measure the satisfaction of users, the questionnaire
was distributed among the PNU of Southern Khorasan pro-
fessors. Data collection was conducted in a survey method.

Statistical population included all professors using m-
learning in Tabas, Firdaus, and Birjand cities (26 partici-
pants). Given the small size of the population, all of the
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participants were included in the research. Data collection
tool was a researcher-made questionnaire. Reliability of
the questionnaire was 94% using Cronbach’s alpha. The
validity of the questionnaire was verified by the recruited
professors and the factor’s validity of the questionnaire
was calculated 63% based on the factor validity (explained
percentage of variance). Data analysis was performed with
SPSS version 16 by t test and the one-way analysis of vari-
ance (ANOVA).

3. Results

Table 2 shows the result of the questionnaires.

Demographic variables including age, experience, city,
and gender are represented in Table 2 part A. Statistical
population included 26 people, 13 females and 13 males,
and the research was conducted in 3 cities.

Table 2 part B shows professors’ satisfaction based on
gender. The mean satisfaction in both genders was 80%.
Mean parameter showed that professors had positive per-
spectives toward the new architecture. The level of satisfac-
tion between the 2 groups was almost equal. There was no
significant difference between the groups based on Pvalue.
Table 2 part C represents professors’ satisfaction. Accord-
ing to part C, the mean for minimum and maximum satis-
faction was 80% that represented professors’ satisfaction
with this architecture and the main reason was its security.

The Kolmogorov-Smirnov test was used to investigate
normal distribution of professors’ satisfaction. The level
of significance of satisfaction for both female (0.211) and
male professors (0.167) was more than 0.05, and therefore;
normal distribution of variable was confirmed. ANOVA
was used to evaluate the differences in the level of satisfac-
tion among the professors in Tabas, Ferdows and Birjand
(Table 3).

According to the results of Table 3 part B, P value was
more than 0.05 (0.136), and therefore; there was no signifi-
cant difference between the average satisfaction of profes-
sors among cities. To evaluate the difference between the
professors’ satisfaction in terms of gender, the indepen-
dent t test was used (Table 4 part A). Given the significance
(0.172) of Levene test (sig> 0.05), the variance equality was
achieved; therefore, the basis of t test analysis was the first
row (assumption of variance equality). Given the signifi-
cance (0.075) of t test (sig > 0.05), lack of difference be-
tween mean satisfaction of professors based on gender was
achieved. Moreover, the results of mean satisfaction of pro-
fessors based on work experience are presented in Table 4
parts B & C using the independent t test.

According to Table 4 part C given significance (0.697)
of Levene test (sig > 0.05), variance equality was achieved;
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therefore, the basis of t test analysis was the first row (as-
sumption of variance equality). Given the significance
(0.001) of t test (sig > 0.05), lack of difference between
mean satisfaction of professors based on gender was
achieved.

Given the positive mean difference (1.224), it was obvi-
ous that the first group including people with low expe-
rience had a higher satisfaction compared with the other
group. Table 5 represents factors influenced professors’
satisfaction with this architecture using factor analysis.

According to factor analysis (main components), 4 sub-
groups were obtained based on the above table.

4. Discussion and Conclusions

With the development of internet-enabled facilities
and the provision of wireless connectivity, cell phones en-
tered the market and provided the platform for the emer-
gence of a new generation of education called m-learning.
Since the security of mobile systems, due to the mobility
of users, is a critical issue, the app presented in current
study, which was provided to activate the e-learning system
of Southern Khorasan PNU on smart phones and tablets,
proposed a secure architecture to use a lightweight en-
cryption system instead of the most widely used encryp-
tion methods, which simplified and speeded up the pro-
cess of double-sided authentication and security of the sys-
tem. The app also had all the services of an m-learning sys-
tem and can be implemented on all GSM (global system
for mobile communications) supported networks. The en-
cryption system used in this application had many advan-
tages such as support for user anonymity, local authentica-
tion, robustness against common security attacks; e g, rep-
etition, change, server forgery, and other types of attacks.

Statistical analysis showed that the use of lightweight
architecture along with the reduction of hardware and
software resources was the most important factor to mo-
tivate and assure users in this m-learning app.

The average satisfaction of users with this software in
both genders was 80%. The parameters of satisfaction, ease
of use, motivation, cost-efficacy, and security were studied
based on factor analysis. Regarding the fact that the mean
difference (224/1) was positive, it is evident that the first
group, the less experienced professors, had a higher mean
satisfaction than the highly experienced ones.
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Table 2. Statistical Results of the Questionnaires

A) Description of Demographic Variables in the Study Population

Variables Subgroups Number Percentage/Age Range
Age - - 3334 +3.66
Experience - - 9151423
Tabas 9 34.6

City Firdaus 8 30.8

Birjand 9 34.6

Male 13 50

Gender

Female 13 50
B) Comparison of the Mean Satisfaction of Professors Based on Gender

Number Mean SD Mean Standard Error

Male 13 79.0283 6.77377 1.87871
Female 13 80.9717 9.61360 2.66633
Significance = 0.55 Degree of freedom = 24; T= 0.59
C) Score of Professors’ Satisfaction

Number Minimum Maximum Mean SD
Satisfaction 26 65.26 100 80 8.20783
Reliable data 26

Table 3. Results of ANOVA and Descriptive Statistics
A) Descriptive Statistics of Satisfaction Based on the Cities
City Number of Teachers Average Variance
Tabas 9 4.11 0.601
Firdaus 8 3.75 1165
Birjand 9 3 1
Total 26 3.62 1.023
B) Results of ANOVA Regarding the Mean Difference of Professors’ Satisfaction in the Cities
Sum of Squares Degree of Freedom Mean of Squares FValue P Value

Between two Groups 4.168 2 2.084 2. 0.136
In each group 21.99 23 0.956 1
Total 26.15 25 80
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